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Description 

BACKGROUND OF THE INVENTION 

i) Field of the Invention: 

The present Invention relates to data communica- 
tion system and method with a data scrambling, and 
more particularly to an improvement of data communi- 
cation system and method which perform a digital data 
array configuration change according to a certain 
scramble function to carry out a secret communication. 

ii) Description of the Related Arts: 

Conventionally, a wireless transmission or a trans- 
ference of various data is carried out for processing the 
data, it is sometimes necessary to substantially conceal 
such data. 

in such a case, for example, it is useful to prevent 
a tapping of conversation data in a radio telephone com- 
munication, and it is preferable to perform a certain kind 
of modulation of the conversation data in order not to be 
understood by an interceptor even when the conversa- 
tion data to be transmitted by an electric wave are inter- 
cepted. 

Also, when an ID number of a cash card of a bank 
or the like can be readily read out by the third party, the 
safety of the cash card can not be held, and in such a 
case, it is also preferable to prevent an analysis or de- 
coding of the card data without using a particular read 
key or password. 

Further, in the near future, the spread of an IC card 
is realized and in certain cases, an ID number for a bank 
account Is written or much other private information con- 
sidered to be secret is recorded in the card. In order to 
prevent the ready reading of the private information from 
the 10 card, it is preferable to record the data in the card 
after the above-described modulation of the data con- 
tents. 

Accordingly, at the data communication or transfer- 
ence, it is desired to perform the radio or data commu- 
nication or data recording is performed while the data 
are made secret as described above. 

In the data modulation of this kind, in case of digital 
data to be handled, the modulated data can be relatively 
readily made secret, and a simplest and most effective 
modulation is known as a data scrambling. A principle 
of a conventional system capable of applying to this 
scramble modulation will be described hereinbelow. 

In Fig. 5, there is shown a data scrambling system 
using the principle of a conventional data encryption 
system, for example, a FEAL-8 cipher algorithm, as dis- 
closed in "Fast Data Encipherment Algorithm FEAL-8" 
by Miyaguchi, Shiraishi and Shimizu. NTT Research 
Practicing Report, Volume 37. Nos. 4 to 5. 1988. In the 
drawing, numerals 1 3 and 1 4 denote an 8 bytes of plain- 
text and an 8 bytes of scrambled text, respectively, and 



the data scrambling system includes a plurality of 
processing blocks (PBs) 15. 16. 17 and 18 for converting 
an input signal by using a part of extended keys as a 
parameter to output a converted signal, a plurality of ex- 
s elusive logical ORs 21 and an magnification key latch 
22 for storing 32 bytes of extended keys. 

Next, the operation of the data scrambling system 
shown in Fig. 5 will now be described. First, an exclusive 
OR of the input plaintext 13 and the 8 bytes from the 0 
10 byte to the 7 byte of the extended key output from the 
extended key latch 22 is calculated, and then the exclu- 
sive OR of the insignificant 4 bytes and the significant 4 
bytes of the cateulatton result is cateulated to output the 
calculation result to the next step. 
1^ Then, the insignificant 4 bytes of the previous step 
output are input to the processing block 15 and the 
processing block 15 converts the input signal by using 
the two bytes from the 8 byte to the 9 byte of the mag- 
nification key output from the extended key latch 22 as 
20 a parameter to output a converted signal. The exclusive 
OR of the output of the processing block 15 and the sig- 
nificant 4 bytes of the previous step output is calculated, 
and the significant 4 bytes and the Insignificant 4 bytes 
of the calculation result are replaced with each other to 
^5 output the obtained signal to the next step. 

Next, the insignificant 4 bytes of the previous step 
output is input to the processing block 16 and the 
processing block 16 converts the Input signal by using 
the two bytes from the 1 0 byte to the 1 1 byte of the mag- 
30 nification key output from the extended key latch 22 as 
the parameter to output a converted signal. The exclu- 
sive OR of the output of the processing block 1 6 and the 
significant 4 bytes of the previous step output is calcu- 
lated, and the significant 4 bytes and the insignificant 4 
55 bytes of the calculation result are replaced with each 
other to output the obtained signal to the next step. 

Then, the same operation as described above is re- 
peated eight times to the processing block 18. Next, af- 
ter the significant 4 bytes and the insignificant 4 bytes 
40 of the calculation result are replaced with each other, 
the exclusive OR of the significant 4 bytes and the in- 
significant 4 bytes Is calculated. Further, the exclusive 
OR of the calculation result and the 8 bytes from the 24 
byte to the 31 byte of the extended key output from the 
45 extended key latch 22 is calculated to output the scram- 
bled text 14. 

In Fig. 6, there Is shown a data scrambling system 
using the principle of another conventional data encryp- 
tion system, for example, a MULTI-2 cipher algorithm, 

50 as disclosed In "Multi-Media Encryption Algorithm", by 
Takaragi, Sasaki and Nakagawa. Multimedia Commu- 
nication and Dispersed Processing, 40-5, 1989. In the 
drawing, numerals 13 and 14 denote a 64 bits of plain- 
text and a 64 bits of scrambled text, respectively, and 

55 the data scrambling system has the same construction 
as the above-described data scrambling system shown 
in Fig. 5 except processing blocks (PBs) 15, 16, 17 18 
19 and 20. 
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Next, the operation of the data scrambling system 
shown in Fig. 6 will now be described. First, the input 
plaintext 13 is divided into significant 32 bits and insig- 
nificant 32 bits, and the exclusive OR of the significant 
32 bits and the insignificant 4 bits is calculated to output s 
a first calculation result to the processing block 15. The 
processing block 15 converts the input signal by using 
the 32 bits from the 0 bit to the 31 bit of the extended 
key output from the extended key latch 22 as the pa- 
rameter to output a converted signaL The exclusive OR 
of the output of the processing block 15 and the signifi- 
cant 32 bits is calculated to output a second calculation 
result to the processing block 16, and the processing 
block 16 converts the input signal by using the 64 bits 
from the 32 bit to the 95 bit of the extended key output 
from the extended key latch 22 as the parameter to out- 
put a converted signal. The exclusive OR of the output 
of the processing block 1 6 and the first calculation result 
of the above-described exclusive OR is calculated to 
output a third calculation result to the processing block 
17, and the processing block 17 converts the input sig- 
nal by using the 32 bits from the 96 bit to the 1 27 bit of 
the extended key output from the extended key latch 22 
as the parameter to output a converted signal. The ex- 
clusive OR of the output of the processing block 17 and 
the second calculation result of the above-described ex- 
clusive OR is calculated to output a fourth calculation 
result. 

Then, the exclusive OR of the third and fourth cal- 
culation results of the above-described exclusive ORs 
is calculated to output a fifth calculation result to the 
processing block 18. and the processing block 18 con- 
verts the Input signal by using the 32 bits from the 128 
bit to the 159 bit of the extended key output from the 
extended key latch 22 as the parameter to output a con- 
verted signal. The exclusive OR of the output of the 
processing block 18 and the fourth calculation result of 
the above-described exclusive OR is calculated to out- 
put a sixth calculation result to the processing block 1 9. 
and the processing block 19 converts the input signal 
by using the 64 bits from the 160 bit to the 223 bit of the 
extended key output from the extended key latch 22 as 
the parameter to output a converted signal. The exclu- 
sive OR of the output of the processing block 1 9 and the 
sixth calculation result of the above-described exclusive 
OR Is calculated to output a seventh calculation result 
to the processing block 20, and the processing block 20 
converts the Input signal by using the 32 bits from the 
224 bit to the 255 bit of the extended key output from 
the extended key latch 22 as the parameter to output a 
converted signal. The exclusive OR of the output of the 
processing block 20 and the seventh calculation result 
of the above-described exclusive OR is calculated to 
output an eighth calculation result, and the eighth cal- 
culatk>n result and the seventh calculation result as the 
significant 32 bits and the insignificant 32 bits are com- 
bined to output the scrambled text 1 4. 

Further, another conventional data scrambling sys- 



tem has been proposed, as disclosed in Japanese Pat- 
ent Laid-Open No. She 62-81 145. In this case, input data 
are divided into a plurality of processing blocks, and the 
positional order configuration change of the processing 
blocks can be determined by both the input data and a 
scrambling key. However, in this case, it takes a long 
time to perform a desc rambling. 

As described above, in the conventional data 
scrambling systems, the address of the extended key 
input to each processing block from the extended key 
latch 22 is fixed, and hence an interceptor can readily 
analyze or decode the extended key in a communication 
path to which a chosen plaintext attack can be conduct- 
ed. 

Furthermore, as described above, in the conven- 
tional data scrambling systems, the order of the 
processing blocks is fixed, and thus the interceptor can 
analyze all of the extended key in the communication 
path to which the chosen plaintext attack can be con- 
ducted. 

EP-A-0 406 457 discloses a method for the encod- 
ing/encryption and decoding/decryption of data, includ- 
ing partial stages and in which the key values for the 
individual partial stages are modified as a function of the 
data to be encoded with the aid of an electronic circuit. 
The key values necessary for decoding are obtained, 
without additional auxiliary values, from the data to be 
decoded. For this purpose in each partial stage of the 
method that part of the data which is used for producing 
the key value is not encoded and in each of the partial 
stages of the method another part of the data to be proc- 
essed is used for producing key values. 

SUMMARY OF THE INVENTION 

It is therefore an object of the present invention to 
provide a data communication system and a method 
with a data scrambling improving random rate and se- 
curity. 

This object is solved by the features of the inde- 
pendent claims. 

In these data communication system and method 
with a data scrambling, since the address of the cipher 
key or scramble function to be input to each processing 
block is varied depending on the input plaintext, the 
numbers of the usable cipher keys or scramble functions 
in one processing block is increased and a random rate 
of a cipher text becomes high and security is increased. 

Further, since the order of the processing blocks de- 
pends on the plaintexts, a cipher sequence is varied 
each plaintext and thus the random rate of the cipher 
text becomes high. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The objects, features and advantages of the 
present Invention will become more apparent from the 
consideratbn of the following detailed description, taken 
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in conjunction with the accompanying drawings in 
which: 



Fig. 1 is a schematic block diagram of a first em- 
bodiment of a data communication system with a 
data scrambling used in the present invention; 
Fig. 2 is a schematic blocl^ diagram of a second em- 
bodiment of a data communication system with a 
data scrambling according to the present invention; 
Fig, 3 is a schematic block diagram of a third em- 
bodiment of a data communication system with a 
data scrambling according to the present Invention: 
Fig. 4 Is a schematic block diagram of a fourth em- 
bodiment of a data communication system with a 
data scrambling according to the present invention; 
Fig. 5 is a schematic block diagram of a conventiona 
data scrambling system; and 
Fig. 6 is a schematic block diagram of another con- 
ventional data scrambling system. 

DESCRIP TION OF THE PREFERRFH 
EMBODIMENTS 

Referring now to the drawings, wherein like refer- 
ence characters designate like or corresponding parts 
throughout the views and thus the repeated description 
thereof can be omitted for brevioty, there is shown in 
Fig. 1 a first embodiment of a data communication sys- 
tem with a data scrambling which Is used in the present 
invention. 

As shown In Fig. 1 . numerals 3 and 4 denote an 8 
bytes of plaintext and an 8 bytes of scrambled text, re- 
spectively, and the data communication system with the 
data scrambling includes a plurality of processing blocks 
9 to 16 for converting an input signal by using a part of 
extended keys as a parameter to output a converted da- 
ta, a plurality of exclusive logical ORs 12, an address 
calculating circuit 23 for taking out addresses of the ex- 
tended keys, a recording means such as a extended key 
latch 7 for storing a plurality of extended keys two se- 
lectors 24 and 25 and a step counter 26. In this embod- 
iment, the extended key latch 7. the address calculating 
CI rcu It 23, the two selectors 24 and 25 and the step coun- 
ter 26 constitute a selecting means 32 for selecting one 
of the extended keys. 

Further, numerals 31. 32, 33 and 34 designate an 
input step for inputting data to be scrambled, a selecting 
means or step for selecting one of a plurality of extended 
keys, a scramble processing means or step for process- 
ing the scrambling of the input data, and an output step 
for outputting the scrambled data, respectively. 

Next, the operation of the system shown in Fig 1 
will now be described In detail. At the initial state the 
step counter 26 is set to "r. and the selectors 24 and 
25 select the processing block 9 First, the Input plaintext 
3 IS divided into more significant 4 bytes and less signif- 
icant 4 bytes, and the less significant 4 bytes are Input 
to the processing block 9 and the address calculating 



circuit 23 through the selector 24. The address calculat- 
ing circuit 23 calculates an address of a extended key 
to be selected on the basis of the input plaintext data 
and outputs the calculated address to the extended key 
s latch 7. The extended key latch 7 supplies the selected 
extended key corresponding to the given address to the 
selector 25. and the key is transmitted to the processing 
block 9 through the selector 25. The processing block 9 
scrambles the input plaintext data by using the selected 
10 key of the selector 25 as the parameter and outputs a 
scrambled data. Then, in the exclusive OR 12, the out- 
put data of the processing block 9 and the more signif- 
icant 4 bytes of the plaintext 3 are calculated, and the 
calculated result and less significant 4 bytes of the Input 
IS plaintext data are replaced with each other to output to 
a next step. 

Then, the step counter 26 counts up to set "2". and 
the selectors 24 and 25 are prepared to select the 
processing block 10. The less significant 4 bytes of the 
20 output of the first step are input to the processing block 
1 0 and the address calculating circuit 23 through the se- 
lector 24. The address calculating circuit 23 calculates 
the address of the extended key to be selected on the 
basis of the Input data and outputs the calculated ad- 
25 dress to the extended key latch 7. The extended key 
latch 7 supplies the selected extended key correspond- 
ing to the given address to the selector 25. and the key 
Is transmitted to the second processing block 1 0 through 
the selector 25. The processing block 10 scrambles the 
30 rnput data by using the selected key of the selector 25 
as the parameter and outputs a secondary scrambled 
data. Then, in the exclusive OR 12, the output data of 
the processing block 10 and the less significant 4 bytes 
of the plaintext data are calculated, and the calculated 
55 results of the two scramble processing means are re- 
placed with each other to output to a next step. 

Then, the same processing as described above is 
repeated predetermined times, and the more significant 
4 bytes and the less significant 4 bytes of the scrambled 
40 data are replaced with each other to obtain the scram- 
bled text 4 to be output. 

In Fig. 2, there Is shown the second embodiment of 
a data communication system with a data scrambling 
according to the present invention, having the same 
45 structure as the first embodiment shown in Fig. 1 . except 
that a 2 bytes of scrambled text 4 is formed from a 2 
bytes of plaintext 3 by using 4 steps of processing blocks 
9 to 12 for making the explanation simple. 

In this embodiment, a scramble function "f" for cir- 
50 cularly shifting one bit to the left by adding is provided 
in each processing block 9, 10. 11 on2. In this case, a 
cipher key is added to Input data to be scrambled (a less 
significant 8 bits of the plaintext in the first step), and the 
MSB (most significant bit) of an addition result is circu- 
55 larly shifted to the LSB (least significant bit). Also, It is 
considered that in the extended key latch 7 (one exam- 
ple of the recording means), four cipher keys exhibited 
by a combination of hexadecimal 2 bits, such as. "FF". 
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"FO", "OF" and "03" are recorded In respective address- 
es 0 to 3. In the method for selecting one of the four 
cipher keys, the less significant 2 bits of the input data 
to be scrambled (the part of the plaintext in the first step) 
are used as the address of the extended key latch. 

The operation of the above-described system will 
now be described in detail when hexadecimal 2 bytes 
of data "00, 00" as the plaintext 3 are given under these 
conditions. 

First, the plaintext "00, 00" is divided into a more 
significant 1 byte and a less significant 1 byte such as 
"00" and "00". The insignificant 1 byte "00" is input to 
the first scramble processing block 9 and the selecting 
means 32. Since the less significant 2 bits of "00" are 
00, the selecting means 32 selects the address 0 and 
"FF" as the extended key. This key "FF" Is Input to the 
scramble processing block 9 through the selecting 
means 32. In the scramble processing block 9. by acting 
the scramble function f, the cipher key "FF" is added to 
the less significant 1 byte "00" to obtain 11111111= "FF", 
and then the MSB of the obtained data is circularly shift- 
ed to the LBS to obtain a scrambled data 11111111 = 
"FF". As a result, the scramble processing block 9 out- 
puts "FF" to a next step. 

In the scramble processing block 10 of the second 
step, the output "FF" of the first scramble processing 
block 9 is input. Also, the cipher key "C3" at the address 
"3" of the extended key latch 7 is selected from the less 
significant 2 bits "11 " of the previously scrambled result 
in the first scramble processing means and is input to 
the second scramble processing block 1 0 through the 
selecting means 32 In the scramble processing block 
1 0, by acting the scramble function f, the cipher key "CS" 
is added to the input data "FF" to be scrambled to obtain 
1 100001 0, and then the MSB of the obtained data is cir- 
cularly shifted to the LBS to obtain a scrambled data 
10000101 ^ "85". 

Then, the same processing as described above are 
repeated further two times at the third and fourth scram- 
ble processing means, and the scrambled text 4 of "8F, 
15" is obtained and is output. 

Although the above-described operation is per- 
formed for scrambling the input plaintext 3, when the 
scrambled text 4 is descrambled to the plaintext 3, same 
manner explained In the above operation can be used 
except to count down the counter backward. 

As described above, according to the present in- 
vention, the scrambling system Includes at least one 
scramble processing block which receives the cipher 
key as the parameter or the extended key output from 
the cipher key recording menas and performs the 
scrambling of the input data by using the parameter to 
output the scrambled data, and in one or more process- 
ing blocks, the selection of the cipher keys or the ex- 
tended keys input to the scramble processing blocks is 
varied depending on the data to be scrambled such as 
the plaintext. 

Further, although the cipher key is selected accord- 
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ing to the input plaintext (or the Input data to be scram- 
bled) in the above-described embodiments, a plurality 
of scramble functions f can be stored and proper one of 
the scramble functions can be selected. 

5 In Fig. 3, there is shown the third embodiment of a 

data communication system with a data scrambling ac- 
cording to the present invention, having the same struc- 
ture as the first and second embodiments shown In Figs. 
1 and 2, except that a plurality of scramble functions fn 

10 such as fi to f4 are stored in the extended key latch 7. 
In this scramble function, a cipher key Is added to Input 
data to be scrambled, and the MSB of the obtained data 
is circularly shifted to the LSB by n times. In Fig. 3. cor- 
responding parts to those shown in Fig. 2 denote corre- 

is sponding numbers added by 100 and thus the detailed 
description thereof can be omitted for brevity. 

In this embodiment, the operation of the system is 
carried out in the same manner as described above, ex- 
cept that not only the cipher key but also the scramble 

20 function fn are selected from the less significant 2 bits 
of the input data, and each processing block produces 
the scrambled data by using both the cipher key and the 
scramble function fn. 

Although only cipher key Is selected in the previous 

2S embodiments or both the cipher key and the scramble, 
function are selected in this embodiment, only the 
scramble function can be selected according to the 
present invention. 

In Fig. 4, there is shown the fourth embodiment of 

30 a data communication system with a data scrambling 
according to the present invention. As shown in Fig. 4, 
the system Includes a loop counter 201, an input data 
selector 202 to receive 64 bits of an input plaintext 203, 
scramble processing means 204, 205 and 206 for 

35 scrambling an input data by using a extended keys as 
a parameter to output a scrambled data, a extended key 
latch 207 as a recording means for storing a plurality of^* 
extended keys, an output data selector 208 outputing 
64 bits of scrambled text 214, scramble processing 

40 blocks 209, 21 0 and 211, exclusive logical ORs 21 2, and 
a cipher selecting means 232 having the same structure 
and function as the selecting means in the previous em- 
bodiments. 

Further, numerals 251. 252 and 253 denote a 
45 processing step for producing a plurality of scrambled 
data in the scramble processing means 204, 205 and 
206, a scrambled data selecting step for selecting one 
of a plurality of scrambled data produced in the scramble 
processing step 251 . an output step for outputting the 
50 scrambled text 214, respectively. 

Next, the operation of the system shown in Fig. 4 
will now be described in detail. At the initial state, the 
loop counter 201 is set to "1 ". and the input data selector 
202 selects the input plaintext 203. First, the 64 bits of 
ss input plaintext 203 passed through the input data selec- 
tor 202 is divided into more significant 32 bits and less 
significant 32 bits. The more significant 32 bits are input 
to the three exclusive logical ORs 212 and the less sig- 
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to be selected on the basis of tho input 32 bits data and 
'"^P 201 by a predetermined 

mettiod and selects the 32 bits of extended key pr^ent 

and 21 1 1 ^'^"^^ processing blocks 209, 210 
and 211. In the case, for example, regarding the ad 
dress cateulation method, the address can be dete^ 
nS^r^n '^^^ - desc^ibedfn he 

ca'n^rSer"""'^"^''^''""'^'^'^---'-^'*^ 
In the scramble processing means 204. first the in 
put instgnificant 32 bits and the 32 bits of eiij ' " 
output from the cipher selecting means 232 a'ei^^^^^^^^ 

torn! f! ^ transformation 
St^^^^r^ k/'" "''"''"^^^ 212. Of the ouTut 
of the processing block 209 and the more significant 32 

tTltr T 32 bits of the input plain- 

text data are replaced with each other to output the first 
scrambled data ,0 the output data selector 208 ,n me 
second scramble processing means 205. the same 
processing as that in the first scramble p c^esS 
means 204 is performed by using the procesTg bf^J 

^^""^ processing as that in the scramble 
processing means 204 is performed by using the 

toT:r' ^""'"^ "^'^^ scramb Ld dl 

to the output data selector 208 

In the output data selector 208. by using the less 

202, one of the outputs of the scramble processino 
means 204, 205 and 206 is selected and ompm at the 
scramble data selecting step 252. 

As to which one of the outputs of the scrambiB 
means 204. 205 and L is selected foTet 
ample the selection can be determined by using the 

de^crlhT":' ' °^ Significant 32 b«s as 
descr bed ,n the first embodiment, and also by consid 
er^g the less significant 32 bits as a numerfcal vafue 
he selection can be performed by numbers (0. , 2^0; 
remainders of a division by 3 k • i.'^)oi 

inn,.MftL*^^ °' °"'P"* '^^'^ ^^'ec'°r 208 is 

201 .1^,? "^"^ ^^'^"'^ 202. The loop counter 

selects the output of the output data selector 208 
r«noI; !?' '^t®^""^ processing as described above is 
repeated predetermined times while the loop counter 
^1 counts up "1 • at a time, and the output of the outpu 

Z^hT ' " ^'^^^'^bled text 2?r to 

finish the operation at the output step 253 

form^T^'' '"^ above-described operation is per- 
formed for scrambling the input plaintext, when the 
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^^^'IT' T ''^^^^'"bled to the plaintext, by se- 
lecting the plain text only at the initial time and then the 

selector 202, same manner explained in the above op- 
trSrhTckwaT^'^^'^''^^""'''"-"'''^^-- 
Asdescribedabove. in this embodiment, thescram- 
b^g system includes a, least two processing block 
Which receive a part of the cipher key as the parameter 

1 T °' '""^ ^'^^"^^^ "^^y °"*P"^ tf^e cipheT key 
recoreiing means and performs the scrambling of the in 

data and the order of two or more of the processing 

linn !r "^r^^^^-described embodiments, the descrip- 

keyare sepaiatedfrom each other, and according to the 
present invention, the cipher key is considered as the 

^I^Tl^" "^'"9 '^'•P^^^- according to 

the present invention, the scramble function is consid 
ered as information directly or indirectly exhibitino a 
process for forming the cipher. xnioiiing a 

As described above, according to the present in- 

ble function to be input to the processing block of each 

thP«rj^'' T°'''*"9 '° 'he present invention, since 
the selection of the extended keys can be performed de 

pend^gonthecontentofthedatatobesc'ramblTdsuch 

35 ten n1 f K '"^ ^^'^'^^ ^^'^'^'^''S '"^^n^. '^-e Con- 
tent of each processing can be varied depending on the 
content of the data to be scrambled, and thus thrh gh 
random rate can be obtained so as to reduce the S 
s^lity Of decoding or analysis of the data c Jmun'!^. 

40 

Ciaims 

« ^' Sinn nf'°Kr"'^^"'°" '^''^ " ^^^'^ «<=ram- 

bling o a bit array configureation of a digital data 
array of an input plaintext according to a predeter- 
mined conversion rule, comprising- 



so 
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scramble processing means (9-12 109-112) 
for^scrambling digital data by using a cipher 

recording means (7, 107) for storing a plurality 
of cipher keys; ' 
selecting means (32, 1 32) for selecting at least 
one cipher key from the recording means (7. 
107) on the basis of at least a part of the input 
digital data to supply the selected cipher key to 
the scramble processing means (9-12 
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109-112). 

characterizing in that 

said scramble processing (9-12, 109-112) s 
means is storable with a scrannble function and 
applies input digital data and the cipher key to 
the stored scramble function; 
said recording means (7, 107) stores a plurality 
of scramble functions; and io 
said selecting means (32, 132) selects addi- 
tionally one scramble function from the record- 
ing means and supplies the selected cipher key 
and the selected scramble function to the 
scramble processing means. is 

2. The system of claim 1 , 

characterized in that 

a plurality of the scramble processing means 
(9-1 2, 1 02-1 1 2) are connected in series, and the se- 20 
lecting means (32, 1 32) selects a predetermined ci- 
pher key and the scramble function from the record- 
ing means (7. 107) on the basis of a part of output 
data of the scramble processing (9-12, 109-112) at 
a previous step and supply the selected cipher key 2S 
and the selected scramble function to the scramble 
processing means at a next step. 

3. The system of claim 2, 

characterized by further comprising a step so 
counter (26) for counting scrambling steps. 

4. A data communication method with a data scram- 
bling of a bit array configuration of a digital data ar- 
ray of an input plaintext according to a predate r- 3S 
mined conversion rule, performing a scrambling 
processing by using the digital data and a cipher 
key, 

characterized by the steps of: 

40 

selecting one of cipher keys and one of scram- 
ble functions on the basis of at least a part of 
the input digital data array; and 
performing the scramble processing by apply- 
ing input digital data and the selected cipher 4S 
key to the selected scramble function. 

5. The method of claim 4, 

characterized in that 

a plurality of the scramble processing means so 
are connected in series, and the cipher key and the 
scramble function of the scramble processing on 
and after a second step is selected from a plurality 
of cipher keys and a plurality of scramble functions 
recorded by using a part of data of a scramble out- ss 
put at a previous step. 

6. The method of claim 4. wherein the scramble 



processing is performed in the following steps: 

dividing the input digital data array Into signifi- 
cant bits and insignificant bits; 
adding a cipher key to insignificant bits data of 
the input digital data array to obtain an addition 
result; 

circularly shifting the most significant bit of the 
addition result to the least significant bit of the 
same n times to obtain a shift result; and 
performing an exclusive OR of the shift result 
and significant bits data of the input digital data 
array to obtain a calculation result to output the 
calculation result as the insignificant bits data 
and the insignificant bits data of the input digital 
data array as the significant bits data. 

7. A data communication system with a data scram- 
bling of a bit array configuration of a digital data 
arrray of an input plaintext according to a predeter- 
mined conversion rule, comprising: 

scramble processing means (9-12; 109-112) 
for scrambling digital data by using a cipher 
key; 

recording means (7, 107) for storing a plurality * 

of cipher keys; 

selecting means (32, 132) for selecting at least 
one cipher key from the recording means (7,- 
107) on the basis of at least a part of the input 
digital data to supply the selected cipher key to 
the scramble processing means (9-12, 
109-112), 

characterized in that 

a plurality of said scramble processing means- *• 
(209-211) is connected in parallel, each scram- 
ble processing means storable with a scramble 
function for scrambling digital data by applying 
input digital data and a cipher key to the stored 
scramble function; 

said cipher key selecting means (232) selects 
any one of the cipher key from the recording 
means (207) and supplies the selected cipher 
key to each scramble processing means 
(209-211); and 

output selecting means (208) are provided for 
selecting any one of outputs of a plurality of the 
scramble processing means on the basis of at 
least the part of the input digital data. 

8. The system of claim 7, 

characterized by further comprising: 

input selecting means (202) for selecting an 
output of either the input digital data array or 
the output selecting means (208) and supplying 
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processing by!^j:ted2°.'!::"^ ' 

cipher key; ^ ^ "'3"^' '^'^ at least a 

Characterise! by comprising the steps Of 

.'p^SyS^^^^^^ 

"ally given on thp h/ T '"'"'"'^"^ '"^'^id- 
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to 



IS 



20 



repeated piuJal t^r ' "'"""^^'"S^ Parallel is 2s 

4. 

Patentanspriiche 

digitalen SenfSn?""''"''°""9"'«*^^^ 
Klartextes gemTa 1"^ ^ingegebenen 

-ngsregel,LresTuLr""""'^" 

WOrfelverarbeitungsmittel (9-12 109-112, 
Verwurfein diqitaler naf«„ V. 1 ^""^ 
elnesZitferns^;S;°3^*^" ^^'^^"'^""9 
Aufzeichnungsmittel n inv\ 

mehrererZiffemscSus^J ^ ^""'^^^ 
Auswahlmittel r32l3?> 7,,r a 

-oichnungsn,i„e|" fl 0^f3^ T^^^" 
wenigstens eines Teils Hl f Grundlage 

-chlusse zu den Wfi/r^''"'"*"" 



30 



35 



40 



45 



cladurchgekennzelchnet,daS 



eingegebene dS "Z'^nd ^ ""'^ 



SO 



ss 



6. 



und 

die Auswahlmittel ni> i qo^ 

n wurtelverarbeitungsmitteln liefem. 
'^^'""'^'"^'•'^'^"'-'^aetennzeichne, 

sel und die mZuZZ ZiffernschlOs- 
rnitteln (7.107) auf de^ r Aufzeichnungs- 

Ausgangsdaten"' de?™""rjr '^"^ 
(9-12,109-112) in Wurfelverarbeitung 
auswahlen uni in erem nT"'^^""*" ^chritt 

-.tun.ion.denwoi^^^^ 

sStr^trsXiL^-^^^^^ 

VerwOrfelungsschritten 

vorgesehen ist " 

nerdigitaiennlL . """^^■'^"""S^^ationei- 
Kiar.e^S gS^Tr"^^^^^^^ 
^ungsregel,^Sctes 'Te T^f '^'^'^" Umset- 
•ung durch VerweldunTri ^""'"^^'""Ssverarbei- 

nesZittemscb^rrd^rrr'" 
gekennreichnet durch die Schr'itte 

Datenanordnun^ on" «^'a»alan 

-ausg^SrS^i^----- 
' nJdar '"^"^"^'^ ^-^"-^ Sokennzeich- 

WOrfelfunktion der JerwoS^^!""''""'""' ""^ '^'^ 
werden aus mehreren ymlr ^ ^ ausgewahit 

^Crb^ng^rr tord"^ -rwone- 
durchgefOhrtwird fo'Senden Schritten 
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Teilen der eingegebenen digitalen Datenanord- 
nung in bedeutende Bits und unbedeutende 

Bits; 

HInzufugen eines ZiffernschlQssels zu unbe- 
deutenden BItdaten der eingegebenen digrta- s 
len Datenanordnung, um ein Summenergebnis 
zu ertialten; 

n-faches kreisformiges Verschieben des be- 
deutendsten Bits des Sunnmenergebnisses zu 
dem unbedeutendsten Bit desselben, um ein io 
Verschiebungsergebnis zu erhalten; 
und 

Durchfuhren einer EXKLUSIV-ODER-Funktion 
bel dem Verschiebungsergebnis und bedeu- 
tenden Bitdaten der eingegebenen digitalen is 
Datenanordnung, um ein Berechnungsergeb- 
niszu erhalten, zur Ausgabedes Berechnungs- 
ergebnisses als die unbedeutenden Bitdaten 
und der unbedeutenden Bitdaten der eingege- 
benen digitalen Datenanordnung als die be- 20 
deutenden Bitdaten. 

7. Datenkommunikationssystem mit einer Datenver- 
wurfelung einer Bitanordnungskonfiguration einer 
digitalen Datenanordnung eines eingegebenen 25 
Klartextes gemaf3 einer vorbestimmten Umset- 
zungsregel, welches aufweist: 

Wurfelverarbeitungsmittel (9-1 2;1 09-1 12) zum 
VerwOrfeln digitaler Daten durch Verwendung so 
eines Ziffernschtussels; 
Aufzeichnungsmittel (7,107) zum Speichern 
mehrerer Ziffernschlussel; 
Auswahlmittel (32,132) zur Auswahl wenig- 
stens eines ZiffernschlQssels aus den Auf- 35 
zeichnungsmittein (7,107) auf der Grundlage 
wenigstens eines Tells der eingegebenen digi- 
talen Daten, um den ausgewahlten Ziffern- 
schlussel zu den Wurfetverarbeitungsmitteln 
(9-12.109-112) zu liefern, 40 

dadurch gekennzeichnet, 6aB 

mehrere der Wurfelverarbeitungsmittel 
(209-21 1 ) parallel verbunden sind, wobei jedes 4S 
der Wurfelverarbeitungsmittel speicherbar ist 
mit einer Wurfelfunktion zum VerwOrfeln digita- 
ler Daten durch Anwenden eingegebener digi- 
taler Daten und eines ZiffernschlDssels auf die 
gespelcherte Wurfel funktion; so 
die Ziffernschlussel-Auswahlmittel (232) ir- 
gendeinen der Ziffernschlussel aus den Spei- 
chermitteln (207) auswahlen und den ausge- 
wahlten Ziffernschlussel zu jedem der Wurfel- 
verarbeitungsmittel (209-211) liefern; und 55 
Ausgangssignal-Auswahlmittel (208) vorgese- 
hen sind zur Auswahl irgendeines von Aus- 
gangssignalen von mehreren der Wurfelverar- 



beitungsmittel auf der Grundlage wenigstens 
des Teils der eingegebenen digitalen Daten. 

8. System nach Anspruch 7, weiterhin gekennzeich- 
net durch 

EIngangssignal-Auswahlmittel (202) zur Auswahl 
eines Ausgangssignals von entweder der eingege- 
benen digitalen Datenanordnung oder den Aus- 
gangssignal-AuswahlmitteIn (208) und zum Liefern 
des ausgewahlten Ausgangssignals zu jedem Wur- 
felverarbeitungsmittel. 

9. Datenkommunlkatlonsverfahren mit einer Daten- 
venwurfelung einer Bitanordnungs-Konfiguration ei- 
ner digitalen Datenanordnung eines eingegebenen 
Klartextes gema3 einer vorbestimmten Umset- 
zungsregel, welches eine Verwurfelungsverarbei- 
tung durch Verwendung der digitalen Daten und 
wenigstens eines ZiffernschlOssels durchfuhrt, 
gekennzeichnet durch die Schritte: 

Auswahl eines der ZiffernschlDsset auf der 
Grundlage eines Teils der eingegebenen digi- 
talen Datenanordnung; 

paralleles Durchfuhren mehrerer Verwurfe- 
lungsverarbeitungen durch Verwenden von 
WOrfetfunktlonen, die individuell auf der Grund- 
lage von eingegebenen digitalen Daten und 
des ausgewahlten ZiffernschlQssels gegeben 
sind; und 

Auswahlen irgendeines von parallel durchge- 
fuhrten Verwurfelungs-Ausgangssignalen auf 
der Grundlage wenigstens eines Teils der ein- 
gegebenen digitalen Daten. 

10. Verfahren nach Anspruch 1, worin die parallele 
Durchfuhrung mehrerer der Verwurfelungsverar-r 
beitungen mehrere Male wiederholt wird. 



Revendicatlons 

1 . Systeme de communication de donnees presentant 
un broulllage de donnees d'une configuration binai- 
re d'un reseau de donnees numeriques d'un texte 
en Clair d'entree selon une r^gle de conversion pr6- 
d^terminee, comprenant : 

des moyens de Iraitement de brouillage (9-12; 
109-112) pour brouiller des donn6es numeri- 
ques en utilisant une cle chiffree, 
des moyens d'enregistrement (7, 107) pour 
stocker une serie de cles chiffrees, 
des moyens de selection (32, 132) pour s6lec- 
tionner au moins une cl6 chiffree des moyens 
d'enregistrement (7. 107) sur la base d'au 
moins une partie des donnees numeriques 
d'entree pour delivrer la c\6 chiffree sSlection- 
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caracterise en ce que : 

foncon de brouillage et appliquont des don- 

fonctionde brouillage stock6e, ,o 
lesdrts moyens d'enregistrement (7, 107) stoc- 
keni une serie de fonctlons de brouillage- et 
lesdrts moyens deselection (32, 132)s6lection- 
nen, en outre une fonction de brouillage dans 
les moyens tfenregistrement ef d6livrent la cl6 »5 
chrffree s6lectionr,6e et la fonction de brouilS 

b'roXt""^^^"'''^^"^'^^'^^^--'''^ 

2. Syst^me salon la revendication 1 
caracterise en ce que 

e..esm'oyLsde;i:;rSr3T^^^^^^^^ 
une cle chiffree Pr6d6termLe e, L f^n de .5 
b^uinage dans les moyens dWgisS (7 
107) sur la base d'une partie des donn^es de sortie 

109-11 2) d'une 6tape pr6c6dente et d^livrent a cFi 

lecSnl! '^^-^''^^ ^« brouillage s7 so 

lec onnee aux moyens de traltement de brouillage 
de I'etape suivante. """icige 

• Syst^me selon la revendication 2 

caracterise en ce qu'll comprend par allleurs un 3s 

Precede de communication de donn6es presentant 

enclairdtl^l f°""'"' numeriques d'un texte 
en Clair d entree selon une regie de conversion pr6- 
dmerminee. pour effectuer un traitement de 
brouillage en ut.lisant les donnees numeriques el 
une cle chiffree. caracterise par les Ses 
suivantes : erapes 
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6. 



4S 



on selectionne I'une des cies chiffrees et I'une 
des fonctlons de brouillage sur la base d'au 
moms une partie du reseau de donn6es nume- 
nques d'entree, et esnume 
on effectue le traitement de brouillage en appli- 
quan, des donnees numeriques d'entree eTL 
Chiffree seiectionnee ^ la fonction de 
brouillage seiectionnee. 

Precede selon la revendication 4 
caracterise en ce que : 



so 



ss 



broMiitan T traitement de 

brouillage sont connectes en serie et la cie chiffree 
et la fonction de brouillage des moyens de traite 
men, de brouillage au cours d'une deuxieme etape 

tL7l ^ ^' ""^ '°"'=t«ns de 

ptcTdre^^'°''^''^°"'"^^^^---^'ape 

l^ocede selon la revendication 4, dans lequel le 
trartement de brouillage est realise au coure des 
©tapes suivantes : 

on divise le reseau de donnees numeriques 
^entree en brts significatifs et bits non signifi- 

on ajoute une cie chiffree aux donnees de bits 
non significatifs du reseau de donnees nume- 
dSr'*'*""^^ P«"^«*tenir un resultat parad- 

on decale par voie circulaire le bit le plus signi- 
fcatif du resulta, de I'addition au bit le moins 
sign, catif de celle-ci n fois pour obtenir un re! 
suttat decale, et 

on effectue une combinaison exclusive OU du 
resultat du decalage et des donnees de bits si- 
gnrficatifs du reseau de donnees numeriques 
d entree pour obtenir un resultat de calcul afin 
de delivrer le resultat du calcul sous la forme 
des donnees de bits non significatifs et les don- 
nees de bits non significatifs du reseau de don- 
nees numeriques d'entree comme donnees de 
bits significatifs. 

r. Systeme de communication de donnees presentant 
un brouillage de donnees d'une configuration binai- 
re d un reseau de donnees numeriques d'un texte 

determi ''^'^ conversion pS 

determinee, comprenant ; 

des moyens de traitement de brouillage (9-12; 
109-112) pour brouiller des donnees numeri- 
ques en utilisant une cle chiffree 
des moyens d'enregistrement (7. 107) pour 
stocker une serie de cl6s chiffrees 
des moyens de selection (32. 132)' pour seiec 
tionner au moins une cie chiffree dans les 
moyens d'enregistrement (7, 107) sur la base 
d au moms une partie des donnees numeriques 
dentree pour deiivrer la cle chiffree selection- 

("12! TosT^T '"""'^^^ 

caracterise en ce que : 

une serie desdits moyens de traitement de 
brouillage (209-211) sont connectes en paral 
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